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Whether or not Mascot security is enabled, in order to comply with the licensing conditions, access to this Mascot server must be restricted to
authorised users. We strongly recommend that your server is protected by a secure firewall. For more information, start from the WWW Security
Mascot Utilities
Your system adrministrator may have restricted access to these utilities
Database Status
View the status of all the sequence databases. Links to database statistics, search status, log files, etc.
Search Log
A tabular view of the search log. Can be fiitered to find specific search reslts

Configuration Editor
Browser-based configuration editors, including security administration and sequence database management.

Mascot Daemon

Mascot Dasman is 2 lient application which automates the submissian of data lss to a Mascat server. It uns under Micrasaft Windows 2000
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Install | Upgrade | Troubleshoot
Mascot Documentation
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topics or use the keyward search facility. The followiNg documents are mainly of interest to system administrators.

Setup & Installation Manual @

Release Notes

<opyright @ 2010 Matrix Science Ltd. All Rights Reserved, Last Updated 03/30/2010 17114140

oore & sl ranet o -

MASCOT : Administration & Configuration 20072010 marix science {Sﬂngﬁ?

The Mascot Installation & Setup manual is linked from your local Mascot home page. If
you need detailed information on any aspect of Mascot installation or configuration, this is
the place to look
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where the first argument is the mass offset of the beginning of the notch
] Enzymes and the second value is the mass offset of the end of the notch. For the
P precursor in the last example, if the arguments were ~1,4 then the notch
] instruments would run from m'z 799.5 to m/z 802.0. However, i the precursor charge
] Quantitation was 1, then the notch would be from m/z 799 to m/z 804.

B8] mascotdat The mascot dat setting can be over.ridden in a search by using the
. search parameter CUTOUT. Note that the peaks removed by this filter
[ patabases are not recorded in the result file, <o cannot be recovered by changing
[ Parse this parameter in a repeat search.
& Proted: 1lyswitch see NoResultsscri]
[E] Processors
] Taonomy ProteinsmRssultseile 2 | |
B cluster Determines the number of protein tile lines saved to each results file.
& unicene 1  AsinMascot 1.7 and earlier, only proteins that appear in the
[ options ‘Summary section will appear in the Proteins section
[ cron 2 Include proteins with at least one top ranking peptide match to a

] Log files peptide of length greater than i npepLengthInbepsunmary

E] Licence 3 Include all proteins

] 7. Program Reference
] &.1/0 File Formats
] 9. Taxonomy

[£] 10. Mascot Daemon
] 11, Cluster Mode

Unknown Zone
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This is an administrator’s manual, not a user manual. You won’t find much relating to how
to submit a search or how to interpret the results. User help is in the Mascot HTML pages.
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eMascot Security
eConfiguration Editor
eLog Files

*Cluster mode

{ MATRIX
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These are the topics we will touch on in this presentation



Mascot Security

Examples of how Mascot security can be used:

= Ordinary users can browse configuration files and status
screens, but not make changes

» Certain sequence databases are “private’ to a group of users

e Limit some users to one search at a time while others can
run many searches simultaneously

e Limit the length of searches from a particular group to 1
hour

e Prevent certain users submitting ‘no enzyme’ searches

e Let ‘customers’ view the results of searches run for them
without being able to submit searches themselves.
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Mascot security can be very useful, especially in a core lab.



Mascot Security - enable / disable
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Mascot Security

Mascot Security is not enabled

ght @ 2005 Matrix &
[E]Dane [T [ N3tecalintranet v

& Command Prompt

C:\Inetpub\MASCOT\bhin*enahle_security.pl
The password for the admin account has been set to *admin’ but you
will be required to change it at the next login.

C:~Inetpub\MASCOT“\bhin>_
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When Mascot is first installed, Mascot security is disabled. So, if you try and login you will
see this message.

To enable security, open a command prompt or a shell on the Mascot server, and change to
the mascot/bin directory. Type enable_security.pl.

This takes a few seconds. If you forget the administrator password, it can always be reset to
admin by running this script again.



Mascot Security - administration
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Users Groups

Add.. addd
admin Administrators

daeman Delete PawerlUsers Delete
(system) Daemons

Edit... Mascotintegrasy stem Edit...

Options
Option value Option va
Security enablad = verify IP address ~
Session timeout 21500 Loaging level 3
Default password expiry [365 | Mascotlntearaserver e o Ge0topaz
i 5 —
emgth 5 Masest Integra database [integra
Use session cookies r Integra Oracle server integra

Save options

lue

[This is the URL of 2 local Mascot Integra server. Will generally be on port 8080 =
Default: http:ffintegra:2080/tapaz

|
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All security configuration is browser based. The top level page of the security
administration utility looks like this.

There is a list of users, a list of groups and a few options.
If you hold the mouse over any of the blue text, help will appear at the bottom of the screen.
The options shown on this page are global options, which apply to all users.

You can’t disable security from here - it has to be done on the server using the disable
security command

The session timeout is in seconds. After this period of inactivity, the user will be required to
login again.

The password expiry time is in days. After this period of time, the user will be required to
enter a new password. Set to 0 to allow passwords to be permanent

Any new password must be at least this length.

Session cookies are automatically destroyed when the browser is closed. With some

browsers, session cookies are not shared when a new instance of the browser is opened,
which might mean that a user has to login again for each new window opened.

If verify the IP address is set, then any request to perform a privileged action will compare
the IP address that the request is coming from with the one originally used to login.

Logging level should normally be left at 3



Mascot Security - “role based”

Users Groups
= Login name = Name
= Password, password e List of members
expiry « List of allowed tasks.

e Full name, email address
e Account enabled /

disabled
* Member of one or more
groups.
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Mascot security is “role based”. This means that privileges are assigned to groups, not
individual users.

Users gain these privileges by being members of one or more groups.



Mascot Security - tasks

For example
e Allow PMF search
e Allow MS/MS search
eMaximum number of queries
«Can view the search log
e Can search specific databases
= Can view other peoples results.
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There are 30 different tasks that members of a group can be allowed to perform - for

example:




Mascot Security - add user

| BiMascot Security Administration Utility - Microsoft Internet Explorer i [a] )
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Mascot Security Administration - Add user Loaued in as Agministrator | Logout | =1

e T User is s member of the following qroups
password [oosenns

© Never
Zié.ﬁf“d  Default MascotIntegraSystem

 Farce change at next login

Full name ot Smith
Email address  |ismith@somevni.edu

Usertype [standard Mascat user =] Multiple selections can be made by means of
the shift and control keys (platform dependent)

Account
enablad L

Add user Cancel

| user must belong to one or more groups.
1If & user belonas to multiple groups, then they have rights to perform the any of the tasks specified for
any of the groups

L]
z

[&] javascriptvoidia) [T [ [ [ N3tocdintranet
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When you add a user, the Administrator must enter a username and password.
It is usually a good idea to force the user to enter a new password when they first login
Enter their full name and email address. The user will be able to change this

I’ll return to the choice of user types later - most users should just be standard Mascot users.

Make sure that the account is enabled, and then select one or more groups for the user to
belong to.

10
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Mascot Security - add user

Default password expiry 365

Minimum password

length s

Mascot Integra server
URL

http: ffirtegra: 8080/ topaz
Mascot Integra database [inteqra

=101
| Bl Ede iew | A
| Qeack - @ - %) 2] 3] Oseach oravores £ | (0- L) R 3
\j:«gﬂress @ httpjts1-dme fmascotx-cgifsecurity_admin.pl | &
Mascot Security Administration Looaed in as Administrator _Logout | =1
NOtIflcatlon User johns added successfully
and error Users Groups
Add.., £dd..,
messages oo Delete rawarisar Delete
J(éfntsem Edit.., Il\jﬂaazg\unt;\:teqrasvstem
Options
Option value option value
Security enabled 4 Verify 1P address r
Session timeout [e1t600 Logsinag level E

Use session cookies (| Integra Oracle server  [integra
Save options
Help window. =
Use this configuration application to add/delets/edit users and groups.

For further help on any input parameter, hold the mouse aver the blue text.

|

[&] one

[ [ [ [ [ [S3Llocalintranct

Select
group and
edit
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The user has been added successfully
To edit a group, we select it and choose Edit
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Mascot Security - add user
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Address [&] hitp: jta1-dmejmascot x-coifsecurity_acivin. ol >
Mascot Security - edit group: Guests Logged in as Administrator _Logout | =
Unique ID| L Users in Group Users not in group

Name [Guests

Tasks that cannot be oE
performed by group members:

Add task

Task Parameter
™ sE&RCH: allow pmf searches
o [ SEBRCH: Masimum number of concurrent searches peruser[@ |
I~ SEARCH: Allow al fasta databases to be searched
™ GEMERAL: View corfig files using ms-status

Save changes Cancel

Help window
Change details for an existing group, Change the users that belong to the group, and the tasks that
members of the group can perform. No changes are saved until the 'Save changes' button is pressed.
-
[& [T [ [ 83 tocalintranst >
: o - - MATRIX
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When editing a group, you can change the name, if you wish - it is the unique ID that
remains constant. Users can be added to, or removed from the group from this screen.

This is the list of tasks that are not available or enabled for members of this group. So, for
example, if I want to add restrict the number of searches that members of this group can
perform, | simply click on the task, then Add Task. In this case | need to enter a parameter
as well ... the maximum number of concurrent searches.

Note that, nothing is saved until you click on Save Changes.

12



Example - Core Lab. Customer

If you don’t want the customers to be able to do any
searches, but just view the results, then just give
them the access to tasks:

SEARCH:  Allow all fasta databases to be searched

VIEW: See search results from other people in your own
group
VIEW: Allow user to view the search log

ADMIN: Allow use of Database Status application

{ MATRIX
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In a core lab., you may want a group that enables customers to view their results. In this
case, only give them rights to perform these tasks:

You must allow all fasta databases to be searched, otherwise they won’t be able to view
reports. However, they can’t perform PMF or MS/MS searches, because this task is missing

13



Example - Core Lab. Customer
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A group member will be able to view the search log, see their results, but when they try to
do a repeat search, access is denied



Example - Daemon & Distiller

A Mascot Security Administration Utility - Microsoft Internet Explorer

Ele Edt View Favorbes Took el
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Address | @] httpJt4-jsc fmascotfx-cgijsecurity_admin.pl - Ga
Mascot Security - edit group: Daemons Logged in as Jotn Cottredl —

[ VIEW: See ith & USERID

[ VIEW: See out USERID field
[J GENERAL: \View config files
[J CLIENT: Maseot Daeman is allawed to submit searches
[ CLIENT: Maseot:

g ms-status

nnnnnnnnnnnnnn

&) Done & Local intranet.
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Client software, like Mascot Distiller and Mascot Daemon, requires special privileges. The
Mascot Daemon user must have the security token ‘Mascot Daemon is allowed to submit
searches’. The group settings shown here are appropriate for either a Daemon or Distiller
client.

View config files is required because both clients need to retrieve configuration information
from the server, like a list of the databases that are available.

Mascot users can be given the privilege to submit searches under other user names. This is
particularly useful in a core lab, when customers only have privileges to see their own
search results, so the instrument operator needs to submit their searches under individual
customer log-in names. The security task is ‘For Mascot Daemon, allow spoofing of another
user’.

15



Example - Daemon & Distiller

% Mascot Daemon

File Edt Help

Status T Ewent Log T Task Editor T Parameter Editor W

Olwarier Task
‘daamnn E |Untitled New Run

H[spstem) Data import filter

:::Sﬁ fabriz: Sc\encs\MasctJ | MNaone - j

pugh2
D bamey Schedule
==Y Lo + Start now
cuthbert  files into the area
EIov OF Ik, on Aad " Start at = J

" Realtime monitor

" Follow-up Search priority |0 -

Actions

[~ Auta-print results Extemal processes ..
Follow-up
|Nu followe-up required ﬂ |
r

Delete | adsries . | r
[~ Merge MS/MS files inta single search ¥

{ MATRIX
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If this has been enabled for the user who is running Mascot Daemon, then a drop down list
of other Mascot user names will be enabled on the Task Editor tab.

16



Example - 3" party applications

Older applications that submit searches to Mascot
won’t have their own login

Try logging in using Internet Explorer before running
the application - cookies

Use one of the ‘special’ user types:

User type Standard Mascot user LI
Standard Mascot user
Mascot Integra user
Loomputer name
1P address
Agent string
User authenticated using web server

Account
enabled

{ MATRIX
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There are potential issues with older, legacy applications that interface with Mascot but
don’t have code to support the security system.

Since session ids are saved as cookies, and since most Windows applications that access
web sites use Microsoft Internet Explorer libraries, it may be sufficient just to login from an
Internet Explorer browser window before starting the application.

Alternatively, you can use one of the special user types.

17



Example - 3" party applications

Computer name / IP address
* Never have to log in from that computer
e Use the computer name / IP address as the
‘name’
Agent string

» Can determine the agent string from the web
server logs

« Not secure because someone could create
another app to use this agent string

Web server authentication.
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These methods are less secure than a password protected login, but ensure that all
applications are able to connect somehow.



Mascot Security - general tips

e Plan carefully before implementation
e Login as admin to perform admin tasks

e Enabling Mascot security doesn’t stop your
server from being hacked.
e Moving Mascot to another computer?

Just copy over user.xml, group.xml and
security_options.xml.
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I can’t stress enough that you should plan what you intend to do before you start. Think
carefully about what groups you want to create

As any Unix administrator will tell you, it’s always best to separate your administration and
user tasks. However, we can’t force you, but that is why the default admin user cannot
submit searches.

It is very important to understand that Mascot security does not provide protection against a
malicious hacker. Hackers don’t attack a server through Mascot ... they’ve probably never
heard of Mascot. They attack through weaknesses in the operating system and through flaws
in well known applications, like the web server. It is still essential to have a dedicated
firewall between the Mascot server and the Internet

19



Configuration Editor

(Almost) everything in Mascot is configured
using text files in the config directory

= General settings - mascot.dat

Masses and modifications - unimod.xml

eEnzymes - enzymes

*MS/MS ions series - fragmentation_rules

e Taxonomy categories - taxonomy

e Cluster geometry - nodelist.txt

e Security - group.xml, user.xml,
security_options.xml, security_tasks.xml
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(Almost) everything in Mascot is configured using these text files in the config directory.
The syntax for each of these files is described in the manual.

You can edit these files in a text editor, but it is easier and safer to use the browser-based
Configuration Editor.

20



A Mascot configuration - Microsoft Internet Explorer
Ble Edt wew Favortes ook Hep ]
Q © BB G| O foroons @ R % @ rovemas Bt 4%
P TR B—————— B>
Mascot Configuration Administrator
Elements Element masses
Amino Acids Amino Acid Data
Modifications Modification definitions
Symbals Symbols used in chemical farmulas
Enzymes Enzyme definitions.
Instruments Fragmentation Rules
Quantitation Quantitation Methods
Database Maintenance Sequence databases, Parse Rules and Options
Security Security Administration Pages
B G oco ireret
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The first 4 entries are interfaces to different sections of unimod.xml.
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Configuration Editor

2 Mascot configuration - Microsoft Internet Explorer

@ oo B8 6 %

adrhess (@)t

exetu=1

Elements

Element 4

15N
180
2H
Ag
au
Br

c
ca
c

New element Main menu

Name
Carbon13
Nitrogen1s
Oxygen1s
Deuterium
Silver

Gold
Bromine
Carbon
calcum
Chlorine
Copper
electron
Fluorine

Holybrenum
Nitrogen
sodium
Nickel
Oxygen
Phosphorous
Sulfur
Selenium
zine

Monoisotopic (Da)
13.00335483
15.00010897

17.9991603
2.014101779
106.505002
196.966543
789183361
12
399625906
34.96885272
629295989
0.000549
18.99840322
55.0340303
1007825035
201.970617
126904473
389637074
7.016003
979054073
14.003074
220897677
57.0353462
15.99491463
30.073762
319720707
790165196
63.9291448

aAverage (Da)
13.00335483 Edit
15.00010897 Edit
17.9991603 Edit
2.014101779 Edit
107.8682 Edit
196.96655 Edit
79,904 Edit
12.0107 Edit
40,078 Edit
35.453 Edit
63.546 Edit
0.000549 Edit
18.9984032 Edit
55.845 Edit
1.00794 Edit
200.59 Edit
126.90447 Edit
39,0983 Edit
6.941 Edit

95.94 Edit
14.0087 Edit
2298977 Edit
58.6934 Edit
15.9994 Edit
30073761 Edit
32,085 Edit
78.96 Edit
65.409 Edit

@

Localntranst
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You may need to add or edit an element or an amino acid, but its fairly unlikely.

22



Configuration Editor

A Unimod - Microsoft Internet Explorer.

Ele Edt Vew Favortes Tools Hep

Q- © MR G Poowen Sormmes @ (-5 @ voornc 88 4%

s [ @) bt fwww unimod orgimadications._lit php?acta=7 v Be
UNIMOD
Unimod Logged as unimod Log out Changs password  Advanced search
ccords Per
Search for: Any field ~| |Contains v Details found. R
& COTR— TS | — !
Show all Page 7 of 27

select/Unselect all - Delete selected

[/ ] B @ Accession PSI-MSName  Interimname  Description Monoisotopic  Average  Composition
# mass mass

Edit Copy View [ 267 Label: 13C(6)15N(4) 13C6-15N4 13C(6) 15M(4) Silac ~ 10.008269 9.9296 C(-6) 13C(6) N(-
label 4) 15N(4)

Edit Copy View [ 852 Ser->Pro Ser->Pro substitution 10.020735 10379 HE2) @) o)

Edit Copy View [ 269 Label: 13C(9)15N(1) 13Ca-15N1 13C(9) 15M(1) Silac  10.027228 9.9273 C(-9) 13C(9) N(-
label 1) 15N

Edit Copy View [] 864 Thr-=1le Thre>1le substitution  12.036386 12,053 H(4) C(2) 0(-1) 1

Edit Copy View [ 860 Thr-=Asn Thr->Asn substitution 12.995249 129988 HCDN

Edit Cepy View [ 337 Methylamine MethylamineST Michael addition with  13.031634 13.0418 H(3) C N O(-1)
methylamine

Edit Copy View [ 959 Pro->pyro-Glu Pyroglutamic proline oxidation to 13979265 139835 H(2)0
pyraglutamic aci

Edit Copy View [ 288 Trp->Oxolactone  oxolactone, Tryptophan oxidation 13.979265 139835 H(2)0
to oxolactone

Edic Copy Vien [ Methyl Methyl Methylation 14015650 10286 HEZ)C

Edit Copy View [] 558 Asp-=Gly Asp-+Glu substitution 14,015650 14,0266 H@2)C

& ooe © meemet
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The modifications file, unimod.xml, is an XML representation of a public database called
Unimod. From time to time, you should update your local file by downloading the latest file
using the links in the Unimod help



Configuration Editor
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Oui- © NRA G PO oo @ R-2 (@ | rorammc bt 43

ivess | ) hitpyita1-sseimascotis-egims-canfg.exenu=1 183042968 v B
Mascot Configuration: Modifications Administrator &
Modifications
Title Monoisotopic Average Composition
Phe-sSer 60.036386 -60.0966 H(-4) C(-6) O Copy Delete Print
Phe-Tyr 15004015 150004 O Copy Delete Print
Phe->val -48.000000 -48.0428 C{-4) Copy Delete Print
Phenylisacy anate 119.037114 119.1207 H(S) C(7) N O Capy Delete Print
Phenylisocy anate:2H(s) 124.068498 124.1515 2H(S) C(7) N O Copy Delete Print
Phospha 79.966331  79.9799 HO(3) P Copy Delete Print
Phosphoadenosine 329.052520 320.2059 H(12) C(10) N(S) O(6) P Copy Delete Print
Phosphoguanosine 345047435 3452053 H(12) C(10) N(S) O(7) P Copy Delete Print
PhosphoHex 242019154 242.1205 HO(3) P Hex Copy Delete Print
PhosphoHexNA: 283045704 283.1724 H 0(3) P HexNac Capy Delete Print
Phosphopantstheine 340085704 340.3330 H(21) C(11) N(2) O() P § Capy Delete Print:
PhospharibosyldephosphoCoa 891146304 8816335  H(42) C(26) N(7) O(19) P(3) § Copy Delete Print
Phosphauridine 306025302 306.1660 H(11) C(9) N(2) O(8) P Copy Delete Print
Phycocyanabiin 586.279135 586.6760 H(38) C(33) N(4) O(6) Copy Delete Print
Phycoerythrobilin 588.294785 588.6939 H(40) C(33) N(4) O(6) Copy Delete Print
Phytachromabilin 584263485 584.6621 ) N(4) O(8) Capy Delete Print
Piperidine 68.062600  68.1170 H(8) C(5) Copy Delete Print
Pro->ala 26.015650 -26.0373 H(2) C(-2) Copy Delete Print
Pro-»Arg 59.048347 59.0705 HIS) € N(3) Copy Delete Print:

Pro->Gin 31005814 31.0140 HNO Copy Delete Print
Page 21of 26 GO to page page size
Add new Main menu
Help Window
| €] one. & Local intranet
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Unimod is becoming fairly comprehensive. If you need to add a new modification, it’s best
to add it to the public Unimod database, so that the information is available to all Mascot
users. Also, if you add a definition to your local file, it will be lost if you download an
updated file from the public server. On the other hand, there may be reasons why you have
to create a local definition, such as confidentiality.
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Configuration Editor

2 Mascot configuration - Microsoft Internet Explorer

Fie Edt View Favaries Tools Help "
Q- O [ A O Pt Jrrame: @ (-5 B oo i 6%
deress | @) hitpy Jt41-jscfmascotx-caifms-config.eve?u=1 183042068 v Be

Edit Modification :Piperidine administrator

Name
Tile  [Piperidine |

Fullname | |

Delta | Specificity | Ignore Masses | Misc | References
Delta

Monaisatopic 68.062600
average 68.1170

comgerin W) c(s) J
Symbols 1

The chemical composition of the modiication as a delta between the modified and unmodified residue or
terminus. For example, if the madification removes an H and adds a CH3 group, the Composition wauld be
shown as e formula is displayed and entered as 'atoms', optionally followed by a number in
parentheses. The number may be negative and, if thers is no number, 1 is assumed. Hence, H(2) C is the
same as H(2) C(1)

) oot
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The user interface is fairly self explanatory, and help is displayed for each field when you
mouse over the label
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2 Mascot configuration - Microsoft Internet Explorer
Ele Edt Yew Favaries Ieols telp ir
Q- O [ B Powt Jrrame @ 215 & e < 4 %
address (@) -l SHOW=1 v B
Mascot Configuration: Enzymes Administrator
Enzymes
Title Sense  Cleaveat Restrict  Independent  Semispecific
Trypsin C-Term KR 0 o no Edit Delete
Arg-C c-Term R P o no Edit Delete
Asp-N N-Term eD o no Edit Delete
Asp-N_ambic N-Term oE o no Edit Delete
Chymotrypsin C-Term FLWY P o no Edit Delete
cer C-Term w o no Edit Delete
CNBr+Trypsin cTem b o no Edit Delete
HE C-Term KR P
N-Term o
Formic_acid oty : o no Edit Delete
Lys-C C-Term K n o no edit Delete
Lys-C/P C-Term [ o no Edit Delete
PepsinA C-Term FL no no Edit Delete
Tryp-CHBr C-Term KMR P o no Edit Delete
TryaChyma C-Term FKLRWY P no no Edit Delete
Trypsin/e C-Term KR o no Edit Delete
VB-DE C-Term BDEZ P o no Edit Delete
ve-E C-Term £z P o no Edit Delete
semiTrypsin C-Term KR P o ves Edit Delete
LysC+AspN N-rerm &p no no Edit Delete
yecasn C-Term 3 n
nane
€] Done & Local intranet
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Similarly for enzymes and instruments. The other sections, quantitation, sequence database
maintenance, and security configuration, have been touched on in earlier presentations.

There are two configuration files that are missing from the configuration editor: Taxonomy
categories (taxonomy) and Cluster geometry (nodelist.txt). If you need to make changes to
these, you still have to use a text editor. You can find full details of the file formats in the
manual.



Log files

The files in the logs directory are the first
place to look if there is a problem
e|nstallation - install.log (Windows only)
eGeneral errors - errorlog.txt
eDatabase update utility - ftp_log.txt
eMascot Monitor events - monitor.log
eSearches - searches.log
e Security events - security.log
e Cluster bootstrapping - load_node.log (Unix only)
e Cluster communication - ipc.log.

MASCOT : Administration & Configuration 20072010 marix science éﬂngﬁg

The log files are the first place to look if there is a problem. Most of these files can be
accessed from a browser via links in the database status utility, which we’ll come to in a
minute



Log files - searches.log

= May need to split / roll over the log if it gets very
large

e Can be recreated using ms-makesearchlog.exe

 |If you move Mascot to a new machine, transfer
searches.log and mascot.job along with the search
results files

e Tab separated values; easily transferred to
spreadsheet or relational database.
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Every Mascot search adds a new line to the searches log. If the server is busy, the log files
can get very large. For most of the logs, you’ll probably want to delete the file from time to
time. The searches log is different, and you’ll probably want to keep all entries indefinitely.
Best idea is to rename the file periodically. For example, searches.log.20060301. The
system will then create a new one automatically.

If the search log is accidentally damaged, a new one can be created by scanning all the
result files on the disk

If you move Mascot to a new machine, you’ll probably want to transfer or rebuild
searches.log. The other important file is mascot.job, which contains the “next” job number.
If you don’t copy this across, your job numbers will start all over and you’ll have to sort the
search log by descending start time to locate the most recent searches.

Some people import the search log into a database application so as to make it easier to
search or filter, especially if it gets very large

28



Log files - database status

2 Mascot search status page - Microsoft Internet Explorer,

Fle Edt View Favortes Tooks Help

7
Do B G D ormenes @) (30 1L L) 8 @ [, S — B 6 %

Address | @) http: Jkoalajmascotix-cgijms-status.exe

MASCOT search status page

ence Dev, (2 processors).

ding enabled, single core). CPUs: 01 2 3 available, using 012 3. [0 searches running]
Search log motitor log [error log [Error message Do not auto refresh this page

HSDB Femily = C:f INETPUB/MASCOT/Secuence/NSDB/current, /HSDE_*.1

.rasta
- MSDB_20050227.fasta  Pathname = C:/INETPUB/MASCOT/secuence/NSDB/current. /MSDB_20050227. fasta
e rist 4 i o taxonom
st umap = NO Mew locked = NO
/ INETPUB/ HASCOT/ sequence, /NCE Inr/ current, /NCBINT_20051029.fasta
i mp n vernings  Dnidentified texomom

st wmwap = NO New locked = NO

Fanily INETFUB/MASCOT/ secuence/ EST_hunan/current/EST_huran_+. fasta
Pa C:/ INETPUB/ HASCOT/ sequence. JEST_human/current/EST_human_20021023 . fasta

>
&) Done: '
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The database status page has links to many of the log files mentioned earlier.

This is the starting point for troubleshooting problems, especially those connected with
database updates

When Mascot Monitor first starts, there is a single entry per database, like we see here for
MSDB

Once a database has been updated, there are two entries, one for the “old” file and one for
the “new”, like we see here for EST_human.

We need this double view, because of the way databases can be updated in the background,
without interrupting searches. During database exchange, while the new file is compressed
and tested, searches can still be submitted to run against the old file. Once the new file is
ready, all new searches are run against the new file. So, on a busy server, there may be a
period when you have searches running against both the old and new files. As soon as the

last search on the old file has completed, the old database can be taken out of use. Mscot
monitor takes care of all of this automatically.
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Log files - database status

/@ Mascot search status page - Microsoft Internet Explorer FEX
,.'P

Fie Edt View Favortes Took Help

Qe - © - ¥ B & ) seareh gt @ Pz Bl 4 6

Aaddress [@) -coifms-status. how= JOBDETAILS+Datab hich= v | [ &0
7]
Mascot Job status - Job 2696
paranase : NepInr
3o Nuber  Zess
i 2996
H

: Cat R, Pillar
o

¢ leafBrul.ch

: & few peptides from an LCHS run
e oz

¢ ../dara/20060201/FO0Z686.dat

: Wed Feb 01 11:20:57 Z0O6

Searching... time :

0
Uplosd time t o
Query prep time 0

Whole process time: O

Job status i Searching. ...

i current value 0. Change this by -5 -1 41 45
: 192.166.5.135

;M1

: No requests. Kill / Pause / Resume

Back to main status page

& & Local intranet
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You can drill down from the database status page to a list of searches for each database, and
then down to the details of an individual search, as shown here.

If necessary, you can kill or pause a search from this page, or change its priority



Log files - search log viewer

(= Mascot SearchLog - Windows Internet Explorer

Select 109 L. . oo 2 b = O
f||e 7‘@Mascﬂtseavthtng [ / i - @ v [ Page

MASCOT search lo
Vession: 2.3.0 - Licensed to: Matrb) Science in-house DELL5000, (1 processor )

TR S ——— uzrogswaFssatch —tohowriany=s05y v | [+ | X

Log File: | fogs/searches og | Start at (-1=end, 1=start) -1 | how many: 50 | 78036 in log, TS5 after fiters. Data dir

BT O

Job#  PID  dbase  UserName Email T Tn  start time Dur Uncheck to
@ o o o o o0 o o hide
v oo |

1 soPro Pe . Taehdar23 1350422010 11

1 = Pe Tue Mar 23 134555 2010 19

1 Sort on ¢ et PR

1 soPro .

16198 4188 TP hum column oot ed R . Filter ad e

16198 4512 TPIhuma YT b 1T TTO% 50 010 546 |

16197 5908 TPLhuma " ThaMar 11110053 2010 379

16195 4304 SwissPro Amaliz dizer@doolitte ecu P Tue Mar 09 091244 2010 16

16134 2168 SwissPro ® FriMar 05 1352202010 1114

=
5
o
§
&
=
a
g
g
3

dizer@doolile. echa .
dizer@doolitte. echn MS . WedMar03 1125082010 22

2
g
7}

FriMar 05 094839 2010 642

16181 4428 SwiseP: Anna Liz
16150 4360 SwissP: Anna Liz: alizer@doolittle edu ME Tue Mar 02 18:57:27 2010 129
16188 4138 SwissP: Su Tue Mar 02 16:00:26 2010 1112
<1STRR 4200 SwissP: S Tue War 02 154527 2010 6
oo LT Twn o
: o - : MATRIX
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This is the search log viewer. You can sort on any of the columns using the radio buttons
and then pressing Sort / filter.

The checkboxes determine whether a column is shown or hidden. The two hidden columns
are Ti for title and In for intermediate file. This is a hyperlink to display the raw mascot
result file, but you can only see the first two characters of the file name, which are “..”. The
hyperlink in the first column displays the formatted result report.

You can set the number of lines to display, and whether to start at the beginning or end of
the file.

You can also filter the display by entering text into the edit boxes. For example, your user
name or a word from the search title

If you have split the search log into sections, then you can choose which file to display by
entering the path
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Log files

Other useful files

eDatabase compression
<database>/current/<database>.errors

eDatabase taxonomy
<database>/current/<database>.NoTaxonomyMatch. txt

eDatabase statistics
<database>/current/<database>.stats

*Web server access and error logs

=System event or message log.

{ MATRIX
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The first three files are most easily viewed using the links in database status.

Sometimes, there will be nothing in the Mascot logs because the problem is external to
Mascot. Sometimes, it can be useful to look at the web server logs or even the operating
system logs.

Under Windows, the 11S log is in C:\WINDOWS\system32\Logfiles\W3SVC1

The Windows Event Viewer (control panel; administrative tools) allows you to browse
Windows system messages
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Cluster mode

==3 External

Intranet
TCP/IP

‘

0000000~ _ -
t

Mascot master =

TCP/IP

TCP/IP

Mascot node 1

- pre—

TCP/IP__| =

]

switch
TCP/IP Mascot node 2
Mascot Cluster = — be
Topology
Mascot node 3
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Just a few words about Mascot cluster mode

Mascot supports cluster operation using a Beowulf-like topology. Mascot supports cluster
mode as standard, whenever the licence is for 4 CPU's or more. You just have to hook up an
appropriate number of PC's on a local LAN



Cluster mode

Every search is distributed to all the cluster nodes
= Each node searches a portion of the sequence database
» Get the parallel processing advantage for a single spectrum

= Search results are returned to the master, which merges them, and
writes the result file to disk

All master - node communication is via TCP/IP
= Simple, socket-based communication
= No parallel operating system required
Configuration and program files are distributed and updated
automatically from the Master node
A cluster behaves and looks like a single server
Need dedicated or partitioned hardware
= Cannot allocate machines dynamically
= General purpose server farm usually not cost effective
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In cluster mode, every search is distributed to all the cluster nodes, and each node searches a
portion of the sequence database. This means that you get the parallel processing advantage
for a single spectrum. Search results are returned to the master, which merges them, and
writes the result file to disk

All master - node communication is via TCP/IP. This uses simple, socket-based
communication. A parallel operating system is not required

Configuration and program files are distributed and updated automatically from the Master
node, so the cluster behaves and looks like a single server

Sometimes, we are asked about running Mascot on a general purpose server farm, that is
being used for other applications.

For standard PC hardware, the cost of the Mascot licence is greater than that of the
hardware. For a given capacity, the lowest cost route will always be a minimum number of
licences on dedicated hardware. If you want to run Mascot on machines that are part of a
larger cluster, best to partition off a number of nodes, either for exclusive Mascot use, or
where Mascot has absolute priority over other processes.

Mascot cluster nodes cannot be dynamic because of the size of the database files. The time
taken to move these files between machines, or even just in and out of memory, would
always be unacceptable
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Cluster mode

2 Mascot search status page - Microsoft Internet Explorer.

Fie Edt Vew Favontes Took Hep
Qe - @ - [ B (D Oseoch Formarios £ (2 12 L) 8 e & @ o B8 6 %
ciress [ ) heps s matrvscience,comf-cgiis-status. exe v B
Tate Tome = Ved Feb T OBi50:75 ¥ Searches =0 =
Nem mapped = YES Request to mem map = YES Request wmwap = NO Mem locked = NO
Number of threads = 1 Current = YES
Cluster Nodes
Node | IPAddress | OS Responding Physical Memory = Swap file | Disk space
slave01 |192.168.70.1 |Linux|@ OK © 51% free © 99% free | @ 54% free
clave02 192.168702 Linx © OF © 44% free © 99% free | © 53% free
slave03 192.168.70.3 Linux|© O D 24% free © 99% fee | © 54% free
slave04 | 192.168.704  Linx & OK © a5 free © 99 free | © 3% free
slave05(192.168.70.5 |Limz| @ OR © 46% free © 99% free | © 53% free
slave06 |192.168.70.6 |Liniz|© OK © 41% free © 99% free | @ 53% free [N
slave07 192.168.70.7 |Limz © OF © 79% free © 100% free | © 53% free
slave08 192.168.70.8 Linux|© O © 79% free © 100% free | © 53% free
slave09192.168.70.9 Limx | € OK © 79% free © 100% free | © 54% free
slave10(192.168.70.10 Limz | © OR © 79% free © 100% free | © 53% free
slavel1 192.168.70.11 |Linux |@ OK © 79% free © 100% free| @ 53% free
slave12|192.168.70.12 Limz | © OF © 79% free © 100% free | © 53% free
slave13 |192.168.70.13 Linux @ oK © 79% free © 100% free| © 53% free
slave 14 192.168.70.14 Limx | @ OK © 80% free © 100% free | © 53% free
< 3 -
& © Interet
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If you have a Mascot cluster, it is almost as easy to administer as a single machine.
Everything is reported and controlled through the master node. This is a good slide to finish
on; rows of happy smiling faces; just like yours!



